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TEPMUHBI U OITPEJEJIEHUSA

ABTOMATH3MPOBAHHAA o0paboTka MEePCOHATBHBIX AAHHBIX - o0paboTka
MEPCOHAIIBHBIX  JTAHHBIX C  TOMOIIBIO  CPEACTB  BBIYMCIUTEIBHOM  TEXHUKHU

ABTOMATH3MPOBAaHHAS CHCTEMA - CHCTEMA, COCTOSIIAs M3 IEpCOHajJa M KOMIUIEKCa
CPEICTB  aBTOMATH3AllMM €ro  JESITEeNIbHOCTH, peanu3yiolas HH()pOPMAIUOHHYIO
TEXHOJIOTHIO BBITIOJIHEHUS YCTaHOBJIEHHBIX G yHKLIHHA.

AyTeHTI/I(l)l/IKa]_[I/Iﬂ OoTHpaBuTEC/Jd AAHHBIX - ITOATBCPXKICHHUC TOI'0, YTO OTIPABHUTCIIb
IMOJIYYCHHBIX JaHHBIX COOTBCTCTBYCT 3as4BJICHHOMY.

be3onmacHocTh MEPCOHAJBHBIX JAHHBIX — COCTOJSHHUC 3allIMIICHHOCTH IICPCOHAJIBHBIX
JaHHBIX, XapaKTCPHU3YCMOC CIIOCOOHOCTBIO HOHBSOB&TCJ’ICI\/JI, TCXHHUYCCKUX CPCACTB H
I/IH(I)OpMaIII/IOHHI)IX TEXHOJIOTHIl 00€eCIIeYUTh KOHq)I/I,HGHIII/IaJIBHOCTB, OCJIIOCTHOCTh H
AJOCTYIIHOCTDb IICPCOHAIBHBIX AAHHBIX IIPH HX 06pa60T1<e B HHd)OpMaHHOHHBIX CUCTEMAx
IMMEPCOHAJIBbHBIX JaHHBIX.

BiokupoBaHne mepCOHANBHBIX JAHHBIX - BpPEMEHHOE TpeKpalieHne o0padboTKu
NEPCOHAIBHBIX JTaHHBIX (32 MCKIIOYEHHEM cCllydyaeB, eciau o0paboTka HeoOXxoauma s
YTOUYHEHUS IIEPCOHAJIBHBIX JNAHHBIX ).

Bupyc (kKOMObHOTEpPHBIH, NMPOrPAMMHBIN) - HUCIOJHACMBIA TPOrPAMMHBIM KOJ WU
WHTEPIPETUPYEMBIN Habop WHCTPYKIIUM, 00J1a TarouiA CBOMCTBaMu
HECAHKIIMOHUPOBAHHOTO  pAaCHpOCTpaHEeHWss U camoBocnpousBeacHus. (Co3aaHHbIC
nyOIMKaThl KOMIIBIOTEPHOT'O BHpYCa HE BCET/ia COBIIAJIAIOT ¢ OPUTHHAJIOM, HO COXPaHSIOT
CIIOCOOHOCTh K JaJbHEHIIEMY  pPaclpOCTPAaHCHHI0O M CaMOBOCIIPOU3BEICHHUIO.

BpenonocHasi mporpamma — nporpamma, IMpeJHa3HauYeHHas JJIsi OCYIIECTBIICHUS
HECAHKI[MOHWPOBAHHOTO JOCTyNa WU (WJIM) BO3JCHCTBHUS HAa MEPCOHAJIbHBIC JTaHHBIC WJIU
pecypcehl nH(pOpPMAITMOHHOM CHCTEMBI MEPCOHATBHBIX JTAHHBIX.

BcenmoMmoraresibHble TEXHHYECKHE CPeICTBA M CHCTEMbI - TEXHUYECKHUE CpEICTBA WU
CHUCTEMBI, HE TMpeIHa3HAYCHHBIC I Tepefaadr, oOpabOTKH M XpaHEHHs MEePCOHATBHBIX
JIAHHBIX, YCTAaHABIWBAEMBIE COBMECTHO C TEXHUYECKHUMHU CPEJICTBAMH MU CHUCTEMaMHU,
MpeAHA3HAYCHHBIMU JUIS OOpaOOTKH TEPCOHANBHBIX JaHHBIX, WJIM B IIOMCIICHHSX, B
KOTOPBIX  YCTAHOBJEHBI  HWH(POPMAIIMOHHBIE CHCTEMBbl TEPCOHAIBHBIX  JAHHBIX.

Jloctym B OHnepaliMOHHYI cpeay KoMnblTepa (MHPOPMALMOHHON CHCTEMbI
MEPCOHANBHBIX JAHHBIX) - MOJIYY€HHUE BO3MOKHOCTH 3aIlyCKa HA BBIMNOJHEHUE IITATHBIX
KOMaHJ, (YHKIMHA, TPOIEAYpP OINEPAIMOHHONW CHUCTEMbI (YHHUTOXKCHHS, KOIHMPOBAHMS,
MepeMenieHnss W T.01.),  HCHOJHSAEMBIX  (aiaoB  MPUKIAAHBIX  MPOTPaAMM.

JocTtyn Kk nH(popManuM — BO3MOXKHOCTh MOJy4eHHs] UHGOPMAIMK U €€ UCTOJIb30BaHMUS.



3akiIalouHOe YCTPOICTBO - DJJIEMEHT CpEJACTBA CbheMa HWH(OpMalMK, CKPBITHO
BHEJIPSEMBIN (3aKJ1aJIbIBA€MbIi WJIM BHOCHUMBI) B MECTa BO3MOXHOTO CheMa UH(OpMaluu
(B TOM uHcie B OrpaKIEHUE, KOHCTPYKLHUIO, O0OpyIOBaHHME, MPEIMEThl HHTEpbEpa,
TPAHCIIOPTHBIE CPEACTBA, a TAKXKE B TEXHUYECKUE CPEACTBA M CHUCTEMBI 00pabOTKHU
uH(pOopMaIn).

3amuiaemasi uHgopmanus — HHGOPMAITUS, SIBISIOMIASACS MPEIMETOM COOCTBEHHOCTH U
MoJjIeKaIasl 3alluTe B COOTBETCTBUM C TPEeOOBAHUSMH IPABOBHIX JOKYMEHTOB WIIH
TpeOOBaHUSAMH, YCTaHABIMBAEMbIMU COOCTBEHHUKOM uHdopMaIuu.

NnenTnduxanus - npucBoeHre cyObekTaM M OOBEKTaM JIOCTyINa HJEeHTU(DUKATOpa U
(uM) CcpaBHEHUE TMPEABABIIEMOr0 HACHTHPUKATOpPA C TMEpPEeYHEM MPUCBOCHHBIX
UJACHTU(PUKATOPOB.

NudopmaTuBHbIii CHTHAJ - AICKTPUYCCKHE CHUTHAJIbI, aKyCTHYCCKHE,
ANIEKTPOMArHUTHBIE U JApYyrue (PU3UYeCKHUe IMoJs, M0 mapameTpamM KOTOPBIX MOXKET OBbITh
packpeiTa KoHGHACHIINAIbHAsS nHpopMalys (IepcoHalbHbIC JaHHBIC), oOpadaTeiBacMas B
uH(OPMaIIMOHHON cucTeMe MePCOHATBHBIX JTAHHBIX.

I/IH(l)OpMaIII/IOHHaﬂ CHUCTEMA NIEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTH COACPKAIIINXCS B
0azax JaHHBIX  IICPCOHAJIBHBIX  JAHHBIX H 06CCHC‘{I/IBaIOIIII/IX HnXx 06pa60T1<y
I/IH(l)OpMaIlI/IOHHLIX TEXHOJIOTUH )41 TCXHHUYCCKUX CpCaCTB.

NudopmanuoHHble TEXHOJOTHH - TIPOLIECCH, METOJABI IIOMCKa, cOOpa, XpaHCHUS,
00pabOTKH,  TPEHOCTABIICHUS,  PACIpPOCTpAHCHUsS  HMHPOPMALMH M CIHOCOOBI
OCYIIICCTBIICHHS TaKUX IIPOIIECCOB u METOJIOB

HcTounnk yrpo3sl 0e3omacHocTH HH@oOpMANMU — CYOBEKT JTOCTyNa, MaTepUaIbHbBIN
00BeKT Wih (U3NYECKOE SBICHUE, SBIAIONIMECS MPUYMHONW BO3HUKHOBEHHUS YIPO3bI
0e3omacHOCTH UHGOpPMAIIHH.

KonTpoaupyemasi 30Ha - 3TO IIPOCTPAHCTBO, B KOTOPOM HCKJIFOYEHO HEKOHTPOIUPYEMOE
peObIBaHUE COTPYIHHUKOB W IIOCETUTENICH omepaTopa W IOCTOPOHHUX TPAHCIOPTHBIX,
TEXHUYECKUX u WHBIX MaTepHaIbHBIX CPE/ICTB.

MeskcereBO JIKpaH — JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM  (PYHKIHMOHAJIBHO-
pacrpefielIeHHOe MpOorpaMmMHoOe  (IIpOrpaMMHO-almnapaTHOE) CPEACTBO  (KOMILIEKC),
peanu3yroliee KOHTPOJIb 3a MHGOpMAIHel, mocTynaronieil B "HOOPMAITMOHHYIO CHCTEMY
MEePCOHANBHBIX JAHHBIX W (WiIM) BBIXOASIIEH H3 MH(YOPMALIMOHHOM CHUCTEMBI.

HapymnTtens 0e30MacHOCTH NMEPCOHAJBbHBIX JAHHBIX — (DU3UYECKOE JIMIO, CIyYalHO
WIM TpeIHaMEpPEHHO COBEpIlIaloIlee JEHUCTBUS, CIEICTBUEM KOTOPBIX SIBISETCS
HapyllleHrue O0e30MaCHOCTH NMEPCOHANBHBIX AHHBIX MPU HX OOpPabOTKE TEXHUUYECKUMHU
CpeacTBaMu B MH(()OPMAIIMOHHBIX cucTeMax MEePCOHANTBHBIX JTAHHBIX.



HenexknapupoBaHHble BO3MOMHOCTH - (DYHKIMOHAIbHBIE BO3MOXHOCTH CpEJIICTB
BBIYMCIUTEIbHON TEXHUKHU, HE ONUCAHHBIE WJM HE COOTBETCTBYIOIIHME OMNHCAHHBIM B
JOKYMEHTALIUH, npu UCIIOJIb30BaHUU KOTOPBIX BO3MOXHO HapylIeHHe
KOH()UJIEHIIUATBbHOCTH, JTOCTYITHOCTH WM LEJIOCTHOCTH 00padaThiBaeMOil MH(pOpMAIUU

HecaHKUMOHMPOBAHHBIN J0CTYNl (HECAHKIMOHMPOBAHHBIE [EHCTBUA)— JOCTYN K
nHpopManu WM JeUcTBUS ¢ WHGOpMAaIMel, Hapyllalollue MpaBuia pa3rpaHuYeHUs
JIOCTYTa C UCIOJIb30BAHUEM IITATHBIX CPEACTB, MPEAOCTABISAEMbIX WH()OPMAIIMOHHBIMU
CUCTEMAMH MEPCOHAIIBHBIX JAHHBIX.

Hocurean I/IH(l)OpMal_[l/Il/I - (bI/ISI/I‘{eCKOG JUIOO HJIN MaTepI/IaJ'I]'::H]':Jﬁ O6’BCKT, B TOM YHCJIC
QJHSH‘ICCKOC IIOJIC, B KOTOPpOM I/IHd)OpMaHI/IH HaXO0IUT CBOC OTPAKCHUC B BUAC CMMBOJIOB,
O6p2130B, CHUT'HAJIOB, TCXHHYCCKUX peLHeHl/If/'I u IpoucccosB, KOJINYCCTBCHHBIX
XaAPAKTCPUCTUK (I)I/ISI/ILICCKI/IX BCJIMYHUH.

Oo0e3nuuBaHue MNEPCOHAJTBHBIX JTAHHBIX — )lefICTBI/ISI, B PC3YyJIIBTATC KOTOPBIX
CTAaHOBUTCSA HEBO3MOJKHBIM 0€3  HCIIOJIb30BaHHUS IIOHOHHPITGJIBHOﬁ I/IH(I)OpMaIII/II/I
OIIpCACIINTDb IPpUHAAJIC)KHOCTD INCPCOHAJIBHBIX  JAHHBIX KOHKPCTHOMY CY6’I)CKTy
IMCPCOHAJIBbHBIX JaHHBIX.

O0padoTka nepcoHAJBHBIX JaHHBIX — JIF000€ JelicTBHE (Orepalys) Uil COBOKYITHOCTh
nercTBUi (omepariuii), cCoBepIIaeMbIX C HCIIOJI30BAaHUEM CPEJCTB aBTOMATH3alMKM WJIU
0e3 UCMOJb30BaHUs TaKUX CPEJICTB C MEPCOHATBHBIMU JIAaHHBIMH, BKJIFOUasi COOp, 3aIKCh,
CHUCTEMAaTH3allui0, HAKOIJIEHWe, XpaHeHHWe, YyTOUYHCHHE (OOHOBJICHHE, W3MEHCHHE),
U3BJICUCHUE, HUCIIOJb30BaHUE, Mepeaady (pacnpocTpaHEHHUE, MPEAOCTABICHHUE, JOCTYI),
obe3nmunBaHue, OJIOKMpOBAHHUE, YJaJeHHWE, YHUUTOXKEHHUE TEPCOHAIBHBIX JJTaHHBIX.

Oneparop - TOCYyIapCTBEHHBIM OpraH, MYHHUUNAJIbHBIA OpraH, OPUIAYECKOE WIIH
dusznueckoe JUI0, CAMOCTOSTENHHO UM COBMECTHO C APYTUMH JIMIIAMUA OPTaHU3YIOIINE U
(unn) ocymIecTBISIIONINE 00pabOTKY MEePCOHATBHBIX JAHHBIX, a TAKXKE OMPEEISIONINe
e 00padOTKM MEePCOHATBHBIX JTAHHBIX, COCTaB MEPCOHANBHBIX JTAHHBIX, MOJJIEKAIINX
oOpaboTke, neWcTBUS (OmEpamuu), COBEpIIAeMbIe C TEPCOHAIBHBIMU JaHHBIMH.

IlepexBar  (uHdopMamum) -  HEMPABOMEPHOE  TMOJNYyYCHHE  HHPOpMAIUU Cc
WCIIOJIb30BaHUEM TEXHUYECKOIO CPEJCTBA, OCYIIECTBISIONIETO OOHapyXeHue, MpUeM M
00paboTKy WH()OPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHBIE — TI00as WHOOPMAIUS, OTHOCSIIASNCSA K MPSMO WJIM KOCBEHHO
OMPENICICHHOMY WJIM oOmpeaensieMoMy (uizndeckoMy auly (CyObEeKTy MNepCOHAIbHBIX
JTAHHBIX ).

Ilo0ouHbIe 3JIEKTPOMATHUTHBIE W3JYyYeHHMs] M HABOJKHM - DJECKTPOMAarHUTHbIC
U3JIYYEHUs] TEXHUYECKUX CPEJICTB 00pabOTKU 3amuiiaeMoi nHdopMainy, BO3HUKAIOIIHE
Kak T0OOYHOE SIBJICHUE U BBI3BAHHBIC JIEKTPUUECKUMU CUTHAIAMHU, IEUCTBYIOIIUMHU B UX
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OJICKTPUYCCKUX MW MAIrHUTHBIX MOCIIX, a TaKiKC OJICKTPOMArHUTHBIC HABOAKH JOTHX
CHUT'HAJIOB Ha TOKOITPOBOAIIIHC JIMHUH, KOHCTPYKIIMU u e IITUTaHUA.

IMoab30BaTes b HMHPOPMALMOHHOM CHCTEMbl MEPCOHAJBHBIX [aHHBIX — JIUIIO,
ydacTBylolee B (PyHKIIMOHUPOBAHUY UH(POPMAIIMOHHON CUCTEMbI MEPCOHATIBHBIX JaHHBIX
15810 HCMOJIb3YIOIIEE pPE3YIbTATHI ee (GYHKIIMOHUPOBAHUSL.

IIpaBuia pa3rpaHudeHus J0CTYNa — COBOKYITHOCTh TIPABWII, PETJIAMEHTHUPYIOIINX ITpaBa
JOCTyTa CyOBEKTOB J0CTyTa K 00beKTaM JOCTYTIA.

Hpe}IOCTaBJIeHI/Ie IMCPCOHAJBHbBIX JAaHHBIX - I[eﬁCTBHH, HAIIPpaBJICHHLIC Ha PACKPBLITHC
MNEPCOHAJIBHBIX JAdHHBIX OIIPCACICHHOMY JIMIY WJIKX OINPCACICHHOMY Kpyry JiiQg

IIporpammHasi 3aK/JaaaKa - CKpPbITHO BHECEHHBIH B MpOrpaMMHOE oOOecreueHue
(GYHKIIMOHAIBHBIA 00BEKT, KOTOPBIN MPH OMPEEICHHBIX YCIOBUAX CIIOCOOEH 00ECTIeUHTh
HECAaHKIIMOHUPOBAHHOE MPOTrpaMMHOE BozneicTBue. [IporpaMmmHas 3akiaaka MOXKET OBITh
peanu3oBaHa B BHJI€ BpPEIOHOCHOM IMpOrpaMMbl WM  NPOTPAMMHOrO  KOAa.

IIporpamMHoe (MporpaMMHoO-MaTeMAaTHYeCKOe) BO3/eliCTBHE - HECAHKIIMOHUPOBAHHOE
BO3JICCTBME HAa  pPecCypchl  aBTOMAaTU3UPOBAHHOW  HMH(POPMAIMOHHONW  CHCTEMBI,
OCYIIECTBIISIEMOE C UCIIOJIb30BaHUEM BPEJIOHOCHBIX IPOTPaMM.

PacnpOCTpaHeHne NEPCOHANBHBIX NAHHBIX - ,Z[CfICTBI/IH, HaITpaBJICHHLIC Ha PACKPBLITHC
IMCPCOHAJIBbHBIX JaHHBIX HCOIIPCACICHHOMY Kpyry JINIY

Pecypc wHpOpMAIIMOHHOM CHCTEMBI - HMCHOBAHHBIM  DJIEMEHT  CHUCTEMHOTIO,
MPUKIATHOTO WJIM ammapaTHoro obecrnedeHus GyHKIHMOHHPOBAHUS HH(POPMAITMOHHOMN
CUCTEMBI.

CpeacTBa BBIYUCJIUTEIbHOW TEXHUKH - COBOKYITHOCTh IIPOTPAMMHBIX W TEXHHUYCCKHX
AJIEMEHTOB CHCTEM OOpPaOOTKH JTaHHBIX, CIIOCOOHBIX (hYHKIIMOHHPOBATH CAMOCTOSTEIBHO
WIn B COCTaBe TPYTUX CUCTEM.

Cyobekt goctynma (cy0ObeKT)- U0 WIM  MPOLECC, JCHCTBHI  KOTOPOIrO
perIaMeHTUPYIOTCS MpaBWIaMU pa3rpaHuyYeHUs JOCTyTA.

Texunueckue cpeacrsa HHPOPMANMOHHON CHCTEMbI MEPCOHAJBHBIX JAHHBIX -
CpEIICTBAa BBIYMCIUTEIHHOW TEXHUKH, WH(OPMAIIMOHHO-BBIYUCIUTEIbHBIE KOMILIEKCH U
CETH, CPEICTBAa W CHUCTEMBI MepeAadd, nmpuemMa U OOpaOOTKH TMEePCOHAIBHBIX JaHHBIX
(cpenctBa M CHUCTEMBI  3BYKO3aNMCH, 3BYKOYCHJICHHS, 3BYKOBOCIPOHU3BEICHUS,
MEPErOBOPHBIE U TEJIEBU3MOHHBIE YCTPOICTBA, CPEACTBA M3TOTOBICHUS, TUPAKUPOBAHUS
JIOKYMEHTOB U JIpyTHE TEXHUYECKHUE CpelicTBa 00pabOTKU peueBoi, rpaduueckoil, BUaeo-
1 OyKBeHHO-IIMGPOBOI HH(DOPMALIMK), TPOTrPAMMHBIE CPEACTBA (ONEPAIIMOHHBIE CUCTEMBI,
CUCTEMbl yIpaBlieHUs O0a3aMu JaHHbIX U T.I.), CPEACTBA 3allUThl HH(OPMAIUU.
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TexHHYecKHil KaHAJ YTeYKH HH(OPMAIMM — COBOKYIHOCTh HOCHUTEIS HH(pOpMaIuu
(cpeactBa 00pabOTKH), PU3MIECKOM Cpeabl paclpoCcTpaHeHUs HHOOPMATUBHOTO CHTHAIA
u CPEICTB, KOTOPBIMHU JOOBIBACTCS 3aIuIaeMas uHbOpMaIsl.

TpancrpanuyHas mnepeaaya IEPCOHAJIBHBIX MAAHHBIX — Iepefadya IEepCOHAIBbHBIX
JAHHBIX Ha TEPPUTOPUIO HHOCTPAHHOI'O TOCYAAapCTBAa OpraHy BIJIACTH HHOCTPAHHOTO
rocy/1apcTBa, MHOCTPAHHOMY (PU3NYECKOMY JIMIy WJIM HHOCTPAHHOMY IOPUIUYECKOMY
Iuny.

Yrpo3sl 6€30MaCHOCTH NMEPCOHATBHBIX JaHHBIX — COBOKYITHOCTh YCIIOBUM U (haKTOPOB,
CO3JAI0IINX ONACHOCTh HECAHKIMOHWPOBAHHOTO, B TOM YHCJE CIy4allHOro, AOCTYIa K
NEPCOHAJIBHBIM JIAHHBIM, PE3YJIbTATOM KOTOPOIO MOKET CTaTh YHUUTOKEHUE, U3MEHEHHUE,
0JIOKMpOBaHUE, KOMMMPOBAHUE, PACIIPOCTPAHCHUE MEPCOHATBHBIX JaHHBIX, a TAKKE WUHBIX
HECAHKIMOHUPOBAHHBIX JIEUCTBUU mpu UX 00paboTke B HHGOPMAIMOHHOW CHUCTEME
NEPCOHAIIBHBIX JTAHHBIX.

YHnuTOKEeHue NMEPCOHAJTBHBIX JAHHBIX - )IGI;’ICTBI/ISI, B PEC3YJIbTATC KOTOPBIX CTAHOBUTCA
HCBO3MOXHBIM BOCCTAHOBHTL COJCPKAHHUC IICPCOHAJBHBIX JAaHHBIX B HHd)OpMaHHOHHOﬁ
CHUCTCMC IICPCOHAJIbHBIX JAaHHBIX U (I/IJ'II/I) B PC3YIbTATC KOTOPBIX YHHYTOKAIOTCIA
MaTCpHUAJIbHBIC HOCHUTCJIN MMCPCOHAJIbHBIX JaHHBIX.

YTeuka (Zamuiaemoii) uHopmManun no TeXHUYECKUM KaHaJIaM —
HEKOHTPOJIMPYEMOE paclpocTpaHeHUe HWH(OpMaMK OT HOCHUTEIS  3allHUIIaeMOU
uHopManuK 4epe3 PU3MUECKYI0 Cpely 0 TEXHUYECKOTO CPECTBA, OCYIIECTBIISIONIETO
nepexBar uHdOpMaInH.

Vsazsumocts UCII/IH — HenocTaTOK MM CIa00€ MECTO B CHCTEMHOM HUIM IPHUKIATHOM
IIPOrpaMMHOM (mporpaMMHO-anIapaTHOM) obecrieueHuu aBTOMAaTHU3UPOBAHHOM
UH(OOPMAIIMOHHOW CHCTEMBI, KOTOPO€ MOXET OBITh HCIIOJIB30BAHO IS PeaTu3alliu
YTPO3bI 0e30macHOCTH [11n.

HenocTHocTh MHGpOPMALMHU - COCTOSTHUE WHOOPMAIMHN, MPU KOTOPOM OTCYTCTBYET
moboe ee W3MEHEHHE IJIM0O0 WM3MEHEHHE OCYIIECTBIACTCS TOJBKO MPEIHAMEPEHHO
cyOBeKTaMu, UMEIOIIMMH Ha HETO TPaBo.
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NEPEYEHD COKPA]J_IEHI/Iﬁ

ABIIO — anTHUBHpPYCHOI porpaMMHOE o0ecreyeHue
APM — aBTroMaTU3MpOBaHHOE pabouee MECTO
NCI1 I — nadopMaIimoHHas CHCTEMa TIEPCOHATBHBIX JAHHBIX
JIBC — nokaJibHast BBIMUCIIUTEbHAS CETh
MD — MexceTeBOM DKpaH
HC/I — HeCaHKIIMOHUPOBAHHBINA AOCTYII
OC — onepaiioHHas cuctema
I1/1# — iepcoHanbHbIE JAHHBIE
1O — mporpaMmmHOe obecnieueHrne
C3U — cpeacTra 3amuThl UHPOpMALIUU
C3I1H — cucrema (moacucreMa) 3aiuThl IEPCOHAIBHBIX JaHHBIX
TKY U — TexHnueckue KaHallbl yTEUKH MH(DOpMAaLUK

VYBII/IH — yrpo3bl 0€30MacHOCTH MEPCOHATLHBIX TAHHBIX
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BBEAEHUE

Hacrosmas [Tonutuka unpopmanmonHoit 6ezonacuoctu (nanee [Homutuka) MAY
JO r. Haranes «CHIOP «LCII» (manee Omepartop) pa3paboTaHa B COOTBETCTBUH C
HEJSIMH, 3a/1a4aMH U IPUHIIMIIAMA 00eCcTieYeHUsI 0€30MacCHOCTH MePCOHATBHBIX TAHHBIX.

[lonutuka pa3paboTaHa B COOTBETCTBUU C TpeOOBAaHUSMU HOPMATHUBHBIX
JNOKYMEHTOB:

— ®denepanbHbii 3akoH OT 27 utois 2006 1. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX) (C
U3MEHEHUSMU U JOTOJHEHUSIMU);

- CocTaB W cofep)XaHWe OpraHM3aLMOHHbIX M TEXHUYECKUX Mep Mo
obecrneyeHnto 6e30MacHOCTU MEepPCOHaNbHbIX AaHHbIX MNpU MX 06paboTke B
MHMOPMALMOHHbBIX CUCTEMax MepCcOHasNbHbIX AAHHbIX, yTBepKaeHHbIH [Ipukazom
®OCTOIK Poccum ot 18.02.2013r. Ne 21.

B TIlonutuke onpenenensl TtpeboBanusi Kk mnepconHany WCII[IH, crenenb
OTBETCTBEHHOCTH TIEPCOHAJIa, CTPYKTypa U HEOOXOIUMBIH ypOBEHBb 3aIMIICHHOCTH,
CTaTyC M JOJDKHOCTHBIE OOSI3aHHOCTH COTPYJIHUKOB, OTBETCTBEHHBIX 3a OOECIICUCHHE
6e3omnacHoctu nepcoHanbHbIx gJaHHbIX B UCIT[IH MAY J1O r. Haraup «CHIOP «IICIIy.
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1. OOommue mooKeHUs

Lensto HacTosmeir [lomutukm sBasercs oOecredcHne Oe30IacHOCTH OOBEKTOB
3amuThl Orneparopa OT BCEX BUAOB YIpO3, BHEIIHUX M BHYTPEHHUX, YMBIIUIEHHBIX W
HeMpeTHaMEePEeHHBIX, MUHUMU3AIUs yiiepoa oT Bo3MOoKHOH peanu3auuu Y BITJIH.

be3onacHOCTh  MEPCOHAIBHBIX  JAHHBIX  JOCTUTAETCS NYTEM  MCKIIOYECHUS
HECAaHKLIMOHUPOBAHHOTO, B TOM YMCJIE CIYYaWHOrO, JOCTYIIA K MEPCOHAIBHBIM JaHHbBIM,
pe3yJabTaTOM KOTOPOTO MOXKET CTaThb YHUYTOXKCHHE, W3MEHEHue, OJIOKMpOBaHUE,
KONMPOBAHUE,  PACIPOCTPAHEHHE  MEPCOHANBHBIX  JAHHBIX, a TaKXe  MHBIX
HECAaHKIIMOHUPOBAHHBIX JIEHCTBUM.

Nudopmanuss u cBsi3aHHBIE C HEW pecypchl JOJDKHBI OBITh JIOCTYIHBI IS
aBTOPU30BAaHHBIX  NOJb30BaTeled.  JIOJDKHO ~ OCYIIECTBIATBCA ~ CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha YBII/IH.

I[OJ'DKHO OCYHICCTBIIATHCA MNPCAOTBPAIICHUC MPCAHAMCPCHHBIX WJIN Cﬂyqaf/iHI)IX,
YaCTUYHBIX HWJIN IIOJIHBIX HCECAHKIIMOHUPOBAHHBIX MO}II/I(I)I/IKaIII/Iﬁ WX YHUYTOXKCHHA
JaHHBIX.



11

2. O0aacTb nelicTBus

TpeboBanusi Hactoswmend IlonmuTuku pacnpocTpaHsIOTCA Ha BCEX COTPYAHHUKOB
Omnepartopa (IITAaTHBIX, BPEMEHHBIX, PA0OTAIONIUX MO KOHTPAKTy M T.M.), a TaKkKe BCEX
NpoYuX Jul (OAPSAYUKH, Ay JUTOPHI U T.I1.).
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3. Cucrema 3alIUThI NEPCOHAJIBHBIX JAHHbIX
Cuctema 3amuThl nepcoHanbHbIx AaHHbIX (C3II/IH), cTpouTCsS HA OCHOBAHUMU:
- IIEPEYHS IEPCOHAIBHBIX TAHHBIX;
- akTa Kiaccudukanuu HHGOPMAIIMOHHBIX CUCTEM MEPCOHANbHBIX TaHHbIX;
- YaCTHOM MOJIENIN AKTYaJIIbHBIX YIPO3 U BEPOSITHOTO HAPYLIUTENS,
- NOJIOKEHNUS O Pa3rpaHUYEHHH MPAB JOCTYIA K IEPCOHAIBHBIM TaHHBIM;
- HOpMaTUBHBIX 10OKyMeEHTOB PCTIOK u ®Cb Poccun.

Ha ocHOBaHMM 53TUX JOKYMEHTOB OIpeAensieTcss HeoOXOaUMBbI  ypOBEHb
sammineHHocty [1/In xaxnoit UCII[In Onepatopa. Ha ocHOBaHMM aHanu3a aKTyaJlbHBIX
yrpo3 Oe3zonacHocty [I/lH omucanHoro B YacTHONM MOJENM akTyallbHBIX Yrpo3 H
BEPOSITHOIO HApYILIUTENs, JAENAeTCs 3aKJIIOYEHHE O HEOOXOAMMOCTH HCIIOJIb30BaHMUs
TEXHUYECKUX CPEACTB U  OpPraHU3AIlMOHHBIX MEpPONpUITHM Il  oOecredeHus
6e3onacHoctu I1/[H. BriOpannble HeoOXoauMble MepomnpusiTHs oTpaxkarorcs B I[liane
MEPONPUATUH IO BHYTPEHHEMY KOHTpPOJIIO 32  COOJIIOJeHHEM  O€30MacCHOCTH
NIEPCOHAJIBHBIX TAHHBIX.

OpFaHI/I3aHI/IOHHBIG MCEPOIIPUATUA OOJIKHBI BKIIIOYATh!:
- IMpaBOBOC OCHOBAHUC IJIA c60pa IMCPCOHAJIbHBIX TAHHBIX;
- OIIpCACICHUC OTBETCTBCHHBIX JIMI] 3a CO6J'II-OI[€HI/I€M MCp 6G3OHaCHOCTI/I;
- 3aUTY ICPCOHAJIBHBIX JAHHBIX, 06pa6aTBIBa€MI>IX oe3 CpCACTB aBTOMATU3AIlUH;

- 3allUTy TEPCOHANBHBIX JIaHHBIX, 00paldaThIBAEMBIX C TPUMEHEHHEM CpEICTB
aBTOMAaTHU3alllH;

- 3alUTyY 00BEKTOB OT XHUIICHUA
- 3aIUTyY CbCMHBIX HaKOHI/ITeHCf/‘I, coacpiKamux ICPCOHAJIBHBIC TaHHBIC,
- BOIIPOCHI YHUYTOKCHHA IICPCOHAJIBHBIX JaHHBIX.

B 3aBucumoctu ot ypoBHs 3amuiieHHoctd MCIIJJH u aktyansubix yrpos, C3I1/1x
MOXET BKIIIOYATh CIEAYIONIUE TEXHUYECKUE CPEACTBA!

— 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA K IEPCOHAIBHBIM JaHHBIM;
- AHTUBUPYCHOM 3aIIUTHI I pab0YMX CTAaHIIUN MTOJIB30BATENICH U CEPBEPOB;
- MEKCETEBOT0 IKPAHUPOBAHUS,

— kpunrorpadudeckoil  3amuThl  MH(pOpMANMK, TpPH Mepesadye  3alIuIacMou
MH(pOpMaIMK IO KaHAJIaM CBSI3H;

- cpeacta 3ammThl oT yreuku no TKYH.


../../Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
../../Приложение%209%20Акт%20классификации%20информационной%20системы%20персональных%20данных.doc
../../Приложение%2011%20Модель%20угроз%20безопасности%20персональных%20данных.doc
../../Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
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4. TpeooBanus k noacucremam C3I1/1n
C3I1/Ix BIrOUaeT B ceOsl CASAYIONIHNE OICUCTEMBI:
- yIPaBJIE€HUS JOCTYIIOM, PETUCTPALIMHU U YUETa;
- oOecreyeHus: UEeJIOCTHOCTH U IOCTYITHOCTH;
- AHTUBUPYCHOU 3aILUTHL;
- MEXKCETEBOr0 SKPAHUPOBAHUS;
- aHaM3a 3alUIIEHHOCTH;
- oOHapy’KeHUs BTOPKEHUII;
- KOHTPOJISI OTCYTCTBUS HEJIEKJIAPUPOBAHHBIX BO3MOXKHOCTEH;
- KpunTorpaduyeckom 3aluThl;
- 3auuThl OT yreuku no TKYU.

[Moncucrempr C3I1[IH UMEIOT pa3iuyHbIN (QYHKIIMOHANT B 3aBUCHMMOCTH OT KJacca
NCIIAH.

HO,HCI/ICTGMa YIpPaBJICHUA JOCTYIIOM NOJIDKHA OCYHICCTBIISATD:

- I/I,IIGHTI/I(l)I/IKaLII/II-O " MMPOBCPKY IMOMJIIMHHOCTU II0JIb30BATCIIA IIPHU BXOAC B CUCTCMY
I/IH(l)OpMaHI/IOHHOﬁ CUCTCMBI II0 IMApPOJHO YCIOBHO-IIOCTOAHHOI'O I[GﬁCTBPIH ,IIJIPIHOP'I HC
MCHCC IICCTU 6YKB€HHO-I_II/I(1)pOBBIX CHUMBOIJIOB,

HOIICI/ICTGMa perucTpanvu 1 yucTa NOJIKHA OCYIICCTBIIATD:

— perucrtparusi BXoja (BBIXOJIa) IOJB30BATENsl B CHCTEMY (M3 CHCTEMBI) JHOO
perucTpanus 3arpy3kd U MHUIHAIU3AIUN ONEPAIMOHHONW CHUCTEMBI M €€ MPOTPaMMHOI0
ocTaHoBa. Perucrtpanus BbIXO/Ja M3 CHCTEMBI MJIM OCTAHOBA HE MPOBOAUTCS B MOMEHTHI
anmapaTypHoOro OTKJIIOYEeHHS WH(OPMAIMOHHOW cucTeMbl. B mapameTpax perucrpanuu
YKa3bIBAIOTCS JaTa W BpeMs BXoja (BbIXOJ1a) MOJb30BATEIISI B CUCTEMY (M3 CUCTEMBI) WU
3arpy3ku (OCTaHOBA) CUCTEMBI, PE3YJIbTAT MOMBITKU BXOJa (yCHElIHasl WIK HEeYCIIEIHasl),
unaeHTudukarop (koxg wuau QamMuims) MOJb30BATElNsd, NPEIbSBICHHBIM MPH TOMBITKE
JOCTYyTIA.

- y4eT BCEX 3aIUIIAEMBbIX HOCUTENEH MH(OpPMAIMU ¢ TIOMOIIBI0 MX MApKUPOBKHU U
3aHECEHUE YUETHBIX JJAHHBIX B KYpHAI y4eTa ¢ OTMETKOW 00 UX BbIaue (IpueMe).

HOI[CI/ICTeMa oOecrieueHus HCJIOCTHOCTHU JOJIZKHA OCYIICCTBIIATD!:

- o0OecrieueHUE  IEJIOCTHOCTH  TMPOTPAMMHBIX  CPEACTB  CHCTEMBI  3alllUTHI
MEPCOHANBHBIX JIAHHBIX, O0OpadaThiBaeMOil WHGOPMAIHMK, a TaKXKE HEU3MEHHOCTh
nporpaMMHoOi cpeabl. [Ipu 3TOM 1EIOCTHOCTh MPOTPAMMHBIX CPEACTB MPOBEPSETCS MPU
3arpy3k€ CHCTEMbI 10 KOHTPOJIbHBIM CyMMaM KOMIIOHEHTOB CPEACTB  3alllUThI
nHpopMalMK, a IEJIOCTHOCTh MPOTPAaMMHOM Cpeabl 00ecreYrMBaeTCs HMCIOIb30BAHUEM
TPAHCISITOPOB C SA3BIKOB BBICOKOT'O YPOBHS M OTCYTCTBHUEM CPEACTB MOAUUKAIUU
00BEKTHOTO KOJia MporpaMMm B Ipoliecce o0paboTKu W (MJIM) XpaHEHHUs 3aluiaeMoin
uHopmanuuy,
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- (¢u3nueckyro oxpaHy HH(POPMAIUMOHHOW CHUCTEMBI (YCTPOMCTB W HOCUTENEH
uH(popMaIun), npenycMaTpuBarolias  KOHTPOJIb — JocTyna B IIOMEIIEHHS
MH(OPMAIIMOHHONW CHCTEMBbl MOCTOPOHHUX JIUIL, HAaJUYUE HAJCKHBIX MPENATCTBUUA IJIs
HECAaHKIIMOHUPOBAHHOTO NMPOHUKHOBEHHSI B MOMEIICHHUS WH()OPMALMOHHOW CUCTEMBI U
XpaHUJIUIIIE HOCUTENe nHpopMalnH;

- NEPUOJUYECKOE TECTUPOBAHUE (DYHKIIMI CUCTEMBbI 3alUThI IEPCOHATBHBIX JaHHBIX
P U3MEHEHHHM NPOrPaMMHON Cpelbl M MOJib3oBaTesied MHPOPMALIMOHHON CHUCTEMBI C
IIOMOILBIO TECT-IIPOrPaMM, UMUTUPYIOLIMX IONBITKA HECAHKLIMOHUPOBAHHOT'O JJOCTYIIA;

- HaJUYME CPEJICTB BOCCTAHOBJICHUS CHUCTEMBI 3alllUThl TMEPCOHAIBHBIX JaHHBIX,
NpeayCMAaTPUBAIOIINX BEACHUE JIByX KOMUN MPOTPAMMHBIX KOMIIOHEHTOB CPEJICTB
3aIUTHl MHPOPMAITNH, UX TIEPUOIUYECKOE OOHOBIEHNE U KOHTPOJIb PaO0OTOCIIOCOOHOCTH.

MexceTeBoe 9KPaHUPOBAHHUC JOJIKHO 00ecCIIeunBaTh:

- (uIbTpallMi0 Ha CETEBOM YpPOBHE JUIsl KaXKJOrO CETEBOr0 IAaKeTa HE3aBUCHMO
(pemienue o GUIBTpAallMM NPUHUMAETCS HA OCHOBE CETEBBIX aJPECOB OTIPABUTENS U
NoJIydaTessl WK Ha OCHOBE APYTUX YKBUBAJICHTHBIX aTPUOYTOB);

— WICHTU(UKAUIO U ayTeHTU(DUKAINIO aMUHUCTPATOPAa MEKCETEBOIO dKpaHa IMpH
€ro JIOKaJbHBIX 3ampocax Ha JOCTYN MO HJeHTU(UKATOpPY (KOAY) U MApOJI0 YCIOBHO-
HOCTOSIHHOTO JACHCTBUS;

- perucTpanuio Bxoja (BbIX0/1a) aJMUHUCTpPATOpPa MEKCETEBOTO IKpaHa B CHUCTEMY
(13 cucTemsbl) MO0 3arpy3Kd U MHULHMAIU3AIUN CUCTEMbI U €€ MPOrPaMMHOTO0 OCTaHOBA
(peructpanus BBIXOJAa M3 CHCTEMBbl HE TMPOBOJUTCS B MOMEHTHI almapaTypHOTo
OTKJIFOUEHHSI MEXCETEBOTO DKPAHA);

= KOHTPOJIb IIEJIOCTHOCTH CBOEH MPOrpaMMHON U HH(POPMAITMOHHOW YaCTH;

- (GUIBTPALIUIO MAKETOB CIY>KEOHBIX MPOTOKOJIOB, CIYXKAIIUX ISl TUATHOCTUKH U
yIpaBjeHUs pabOTON CETEBBIX YCTPOMUCTB;

— BOCCTAaHOBJICHHE CBOMCTB MEKCETEBOI'O SKpaHa Iociiec cOOEB M  OTKa30B
000pyTI0BaHMS;

— pETIaMEHTHPOBAaHHOE TECTUPOBAHWE peaM3allii NpaBMl (UIBTPAIlMHU, TMpoliecca
UACHTUPUKAIMY W ayTeHTU(DUKAIIMN aIMUHUACTpPATOpa MEKCETEBOrO0 dKpaHa, IMpoiiecca
perucTpanuu JeUCTBUM aJIMUHUCTPATOPA MEKCETEBOrO0 3KpaHa, MPOLECCa KOHTPOJISA 3a
[[EJIOCTHOCTBIO MMPOTPAMMHOM ¥ HHPOPMAITMOHHOMW YaCTH, TPOLIETyPhl BOCCTAHOBIICHUS,

3ammTa OT yTe4Kd BUAOBOM HHPOpMAIUU:

— pa3MeIIeHrne YCTPONUCTB BhIBOJA MHMOPMAIIUUA CPEACTB BHIYMCIUTEILHON TEXHUKHU
WH()OPMAITMOHHO-BBIYUCIUTEIFHBIX KOMIUIEKCOB, TEXHHYECKHUX CpPEICTB 00paboTKu
rpaguyeckoi, BUIEO- U OYKBEHHO-UU(PPOBOM HH(POpMAIMKU, BXOIALUIMX B COCTaB
MHQOPMAIIMOHHOW CHUCTEMBI, B TIOMEHICHUSX, B KOTOPHIX OHHM YCTAaHOBJICHBI,
OCYULIECTBIISIETCS TaKUM 00pa3oM, 4TOOBI ObLIa HCKIIOYEHA BO3MOXKHOCThH MPOCMOTpa
MMOCTOPOHHUMMU JIMIIaMU TEKCTOBOM M rpaduueckoil BUJ0BOM MH(OpMALINK, ColiepKalen
MepCOHAIbHBIC TaHHBIE.
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B undopMannoHHBIX cHUCTeMaxX, UMEKOIIMX MOJAKIIOYEHHEe K HH(POPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIM CETSIM MEXKIyHApOJHOTO WH(OpPMalMOHHOTO OOMEHa (CeTsiM
CBSI3U OOIIETO MOJIb30BaHUA), WU NPU (PYHKIMOHUPOBAHUU KOTOPHIX MPEIYCMOTPEHO
UCIOJb30BaHUE ChEMHBIX  HOCHUTENEeW  HHpOpMAIlMu, HUCMIOJB3YIOTCA  CPEACTBa
AHTUBUPYCHOU 3aIUTHI.

OOnHapyxeHue BTOPKEHUH JOHKHO OOECIeuMBaThCs IyTEM HCHOJIb30BAHUS B
cocrae HWCII[lH mnporpaMMHBIX WM HPOrpaMMHO-AIIAPATHBIX CPEICTB (CHCTEM)
oOHapyxeHnus Bropxkenuii (COB).
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5. IMoaw3zoBareau UCILIn

B UCII[r Omneparopa MOKHO BBLACIHWTH CIEAYIOIIHAE TIPYIINbI IOJIb30BATEIECH,
y4acTBYIOIIHUX B 00paboTke u xpaneHuu I1/1H:

- angmuHuctparopsl 6e3onacuoctu UCIIH;
- noab3oBatenu UCII/IH;
— CHUCTEMHBIE aJIMAHUCTPATOPBHI.

JlanHble O rpynmnax MoJb30BaTeNsAX, YPOBHE UX JOCTyHa M MH()OPMHUPOBAHHOCTH
J0JIKeH ObITh oTpaxeH B [loyiokeHUn 0 pasrpaHUYeHHUH MPaB JOCTYIA K MMEPCOHATbHBIM
JAHHBIM.

Anmunuctparopsl 6e3onacnoct UCIT/IH:

AI[MI/IHI/ICTpaTOpOM 0Ee30IMaCHOCTH SIBJISIETCS IITATHBIN COTPYAHUK OnepaTopa,
OTBETCTBECHHBIN 3a (i)yHKIII/IOHI/IpOBaHI/IG C3HI[H, Ha3HA4YacTCA IIPUKA30M OUPCKTOpPA.

AIMUHHCTpATOp 0€30MacHOCTH 00Ia4aeT CICAYIOIMINM YPOBHEM JOCTYIIA U 3HAHUM:
- obnanaet npaBamu agmMunuctparopa UCIIx;
- obnanaet noxHou uHpopmanueit 06 UCIIH;

— UMeeT JOCTYI K CPEICTBaM 3alluThl HHPOPMAIMN U TTPOTOKOIMPOBAHUS M K YaCTH
KiroueBbIx eMeHToB MCIIH;

- HC HMMCCT IIpaB OOCTYyIIa K KOH(bI/IPypI/IPOBaHPIIO TCXHUYCCKUX CPCACTB CCTH 3a
NCKIIIOYCHHUECM KOHTPOJIbHBIX (I/IHCHGKHI/IOHHLIX).

AnmuHuCTpaTop 6€30MacHOCTH YIOJIHOMOYEH:

= peanu30BBIBaTh MOJUTUKU Oe3omacHocTH B yacTH HacTporku CK3U, mexcereBbx
DKPAaHOB M CHCTEM OOHApYXEHHUS aTak, B COOTBETCTBHM C KOTOPBIMH TOJIb30BaTElb
MoJIydaeT BO3MOXKHOCTh paboTaTh ¢ anementamu UCIIIH;

- OCYIICCTBILATL ayaAuT CPCACTB 3alllUThI;

- YCTaHaBJINBATh NOBCPHUTCIILHBIC OTHOLICHUA cBOEH BaHII/IHleHHOﬁ CCTHU C APYrumMun
3allTUIIICHHBIMHA CCTAMH.

ITonszoBarens UCIIIx

[lons3zoBatenem  MCII[IH  sBiugercs  wmTaTHBI  coTpyaHuk  Omneparopa,
ocymecTBisomuii  oopadotky IIJIln. OOpaborka II/[H BKIOYAET: BO3MOXKHOCTH
npocmotpa II/1H, pyunoit BBoa IIJIn B cucremy UCII[IH, dopMupoBanue crnpaBoK
otuetoB 1o uHpopmanuu, nonydeHnon n3 MCIIJI. ITonp3oBarens HE UMEET MOTHOMOYHI
JUTSI yIIpaBJIeHUS TojicucteMamu 00padoTku nanubeix U C3I1/1H.

[Tons3oBarens UCII/IH oOnamaeT cieayomuM ypoOBHEM T0CTYIA U 3HAHUM:

— oOmajaer BCceMHM  HEOOXOAMMBIMU  aTpuOyTramu  (Hampumep,  MapoJIeM),
o0ecrneunBaIOIIMMU JOCTYI K HEKOTOpOMY MoAMHOXkecTBY [1/1H;

- pacinojaaract KOH(l)I/II[CHHI/IaHBHBIMH JaHHBIMH, K KOTOPBIM UMCCT JJOCTYII.
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CucrtemMHbIE aIMIHUCTPATOPHI:

CHCTeMHBIM aJIMUHUCTPATOPOM MOKET OBbITh IITATHBIN cOTpyAHUK OnepaTopa Wiu
JUIAa CTOPOHHUX OpraHM3alui, OCYHIECTBISIOIIUX CBOM (YHKIMM HAa OCHOBAaHUHU
IBYXCTOPOHHEro AoroBopa. CHUCTEMHBIN aJIMUHUCTPATOpP HE HMMEET MOJHOMOYMU s
yIpaBJiieHUs MoAcucTeMaMu 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

CucTtemHbIl aAMUHUCTPATOP 00JIa1aeT CASAYIONIUM YPOBHEM JOCTYIIA U 3HAHUM:

- o0nagaeTr 4acTtbl0 HMHGOPMAIMKM O CHCTEMHOM M TPUKIAJHOM MPOTrPaMMHOM
ob6ecnieuernnu UCII/IH;

— oOyajaeT 4yacThl0 WMH(OpMAMM O TEXHUYECKUX CPEJACTBaX M KOH(GUTypaluu
NCITH;

— uMeeT GU3MUECKHUI TOCTYyN K TEXHHMYECKUM CpelcTBaM 00paboTKu MHMOpMaluu U
CpPEACTBaM 3alIUTHI;

— 3HACT, 110 MEHbIIICH MCpPC, OOAHO JICTAJIBHOC NMA NOCTYIIA.
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6. TpeGoBaHus k nepcoHady no oovecnevyeHno 3ammuThl I1/n

Bce corpynauku Omnepatopa, sistoniuecs nonb3oBatensamu WCIIH, T0mKHBL
YETKO 3HaTh U CTPOTO BBIMOJHATH YCTAHOBICHHBIC MPaBUiIa U 00SI3aHHOCTH O AOCTYITY K
3alMIAEMbIM O0OBEKTaM U COOJIIOICHUIO MPUHATOTO pexknuma Oe3onacHoctu [1/1H.

[Ipu BCTymIIEHHH B TOKHOCTh HOBOTO COTPYAHUKA HEMOCPEACTBEHHBIN HaYalbHUK
NOJIpa3iesIeHus, B KOTOPOE OH IOCTyHaeT, 00si3aH OpPraHu30BaTh €r0 O3HAKOMJIEHHUE C
JOJKHOCTHOM MHCTPYKUMEH M HEOOXOIMMBIMU JOKYMEHTaMHU, pPErjIaMeHTUPYIOIIUMHU
TpeOoBanusa mno 3amute [I/[H, a Takke oOydeHHME HaBBIKAM BBINOJHEHUS MPOLENYp,
HEOOXOIMMBIX JIJIsl CAHKIIMOHUPOBaHHOTo ncnob3oBanus UCII/IH.

CoTpyaHuK HOMKEeH OBITh O3HAKOMJIEH CO cBeAeHHsMHU Hacrosiuieidl [lomutukwy,
OpUHATHIX npoueayp padotsl ¢ anementamu UCITn u C3I1/]H.

COpr,ZIHI/IKI/I OnepaTopa, HCITIOJIB3YTIOUINC TCXHHUYCCKHUC CpeacCTBa
ayTeHTI/I(bI/IKaIII/II/I, JOJIZKHBI o0ecreunBaTh COXpPAaHHOCTb I/I,ZIGHTI/I(i)I/IKaTOPOB (C—)JIGKTpOHHBIX
KJIIO‘Ieﬁ) U HC JJOIIYCKaTb HCH K HHUM, a TaK XK€ BO3MOXHOCTbH HX YTCPpHU WA
HCIIOJIB30BaHUA TPCTbUMHU JJULaMu. Ilonn3oBaTenu HCCYT MMCPCOHAJIbHYTO
OTBCTCTBCHHOCTD 3a COXpPAHHOCTb I/I,ZICHTI/I(i)I/IKaTOpOB.

Corpynnuku OrmepaTtopa JOJKHBI —CIEJOBaTh YCTAHOBJIEHHBIM IMpOIEAypam
nojaepkanus pesxkuma 6e3omnacHoctu [1JIH mpu BeIOOpE M UCTIONB30BAHUHU MapoJiel (eciu
HE UCTIOJB3YIOTCS TEXHUYECKUE CPEICTBA Ay TEHTU(DUKAIUN ).

Cotpynauku  Omneparopa JTOKHBI — OOEcleYMBaTh  HAMISKANIYIO  3alUTy
00OpyIOBaHUS, OCTaBIIEMOTO 0e€3 MPHCMOTpa, OCOOEHHO B TEeX CIydasx, KOrja B
NIOMEIICHHEe HMMEIOT JOCTYNl IIOCTOPOHHHME InIia. Bce mMmoip30BaTeNd TOKHBI 3HAThH
TpeboBanus 1Mo 6e3onacHocty I1JIH 1 mporeyphl 3aUThl 000PYI0BaHUS, OCTABICHHOTO
0e3 MprUcMoTpa, a TAKKEe CBOM 00S3aHHOCTH 110 00ECTICUCHHUIO TaKOU 3aIlHTHI.

CoTpynHMKaM  3ampemiaercss  yCTAHaBJIMBaTh  MOCTOPOHHEE  MPOrpPaMMHOE
oOecrieueHue, MOJKI0YaTh JIMYHbIE MOOWIbHBIE YCTPOMCTBA M HOCUTENINU MH(MOpPMAIUH, a
TaK K€ 3alHUChIBATh HA HUX 3alIUINaeMyt0 HHPOpMAIIHIO.

CoTtpynHukaMm 3ampemiaercs pasriamarh 3aluiaeMyro UHGOpMAaIoo, KoTopas
CTaJla UM M3BECTHA Mpu padore ¢ mHPOpMAIMOHHBIMU cucteMamu Omeparopa, TPEeTbUM
JIULAM.

[Tpu pabore c¢ Il B UCIIJIn cotpymnuku Omepatopa o0s3aHBI 00ECTICYHUTH
OTCYTCTBHE BO3MOXHOCTH mpocmoTpa II/[H Tperbumu nunamu ¢ MoHUTOpoB APM mnmn
TEPMUHAJIOB.

[Tpu 3aBepmenuu padoter ¢ UCII[dn corpynauku o6si3anbl 3amututh APM wim
TEPMUHAIIBI C TTOMOILbIO OJIOKUPOBKU KJIOUOM MJIM IKBUBAJIEHTHOI'O CPEJCTBA KOHTPOJIS,
HarpuMep, JOCTYNOM IO Mapojio, €CIM HE HUCIOIb3YIOTCS 0ojiee CUIIbHBIE CpEACTBA
3alUTHI.

Corpynauku OmnepaTopa AOMKHBI OBITH NPOMH(GOPMUPOBAHBI 00 yrpo3ax
HapyuieHus: pexxuma OezomacHoctd [I/IH M oTBeTCTBEHHOCTH 3a ero HapyuieHue. OHU
JOJKHBI OBITh O3HAKOMJICHBI C YTBEPKACHHOW (hopMaIbHOM MpOUEAYypOld HaJ0XKEHUs
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JTUCIMITMHAPHBIX B3BICKAHUN HAa COTPYAHHUKOB, KOTOPHIE HAPYIIHIU MPUHATHIC MTOJIUTUKY
u npouenypsl 6ezonacuoctu [1/1H.

Cotpynnuku 00s13aHbl 0€3 MpomejieHuss cooliarh 000 BceX HaOII0aeMbIX WU
noao3putTenbHbiX caydasx paborsl MCII[IH, Morymmx mnoBieyb 3a COOOW Yrpo3bl
o6ezonacHoctu IIJIH, a Takke O BBISIBICHHBIX HMHU COOBITHUAX, 3aTPardBaOIIMX
o6e3zonacHocth II/IH, pYKOBOACTBY TMOJApa3leleHuss W JHIy, OTBEYalolleMy 3a
HEMEIJICHHOE pearupoBaHue Ha yrpo3bl 0e3omacHocTu [1/]H.
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1. OTBEeTCTBEHHOCTH COTPYAHHUKOB

B cootBeTctBUM co cT. 24 @enepanbHoro 3akoHa Poccuiickoit @enepaunu ot 27
uosg 2006 r. Ne 152-®3 «O mepcoHanbHBIX JaHHBIX» JIMIA, BUHOBHBIC B HApyIIECHUU
TpeOoBaHui JaHHOro @enepasbHOr0 3aKOHA, HECYT TPaXIaHCKYI0, YrOJOBHYIO,
aAMUHUCTPATUBHYIO, AUCIUIUIMHAPHYIO U MHYIO MPEIyCMOTPEHHYIO 3aKOHO/1aTEIbCTBOM
Poccuiickoit @enepanii OTBETCTBEHHOCTb.

HeiicTBytomiee 3akoHoaaTenbcTBO P® mo3BosisgeT npeabsBisTh TpeOOBaHUS 110
oOecrieyeHuto Oe30macHOl paboThl ¢ 3amuIaeMoil MHopmanueldn U HpeaycMaTpUBAET
OTBETCTBEHHOCThH 33 HapyIICHHWE YCTAaHOBJICHHBIX MpaBWII dKcIuTyaTanun DOBM u cucrewm,
HETPaBOMEPHBIN JTOCTYN K WHPOPMAIMH, €CITH ITH JEHCTBUS MPHUBEIU K YHUYTOXKCHHUIO,
OJIOKUpPOBaHUIO, MOAU(HUKAIIKE HHPOPMAITUN WK HapylieHuo padbotst DBM wnn cereit
(ctateu 272,273 u 274 YK PO).

Anmunuctparopsl 0e3onacHoctd UCIIJIH HeCyT OTBETCTBEHHOCTb 3a BCE JIEUCTBUSA,
COBEPIIEHHBIE OT UMEHU UX YUYETHBIX 3aMUCEN UM CUCTEMHBIX YUETHBIX 3aIUCEH, €CIIN HE
J0Ka3aH (paKT HECAaHKIMOHUPOBAHHOT'O UCTIOIb30BAHUS YUETHBIX 3aIHCEH.

IIpun Hapymenusix corpyanukamu Onepatopa — mnosb3oBateneit MCII/In npasuin,
CBSI3aHHBIX ¢ Oe3omacHocThi0 I[IJ/lH, OHM HECyT OTBETCTBEHHOCTb, YCTaHOBJICHHYIO
JNEUCTBYIOIIUM 3aKOHOIATENBCTBOM Poccuiickoit denepanumu.



